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Security Written Exam, v4.0  NEW QUESTION 1    Refer to the exhibit. Which three descriptions of the configuration are true?

(Choose three)     

   A.&#160;&#160;&#160; The tunnel encapsulates multicast traffic.   B.&#160;&#160;&#160; The tunnel provides data

confidentiality.    C.&#160;&#160;&#160; This tunnel is a point-to-point GRE tunnel.    D.&#160;&#160;&#160; The configuration

is on the NHS.    E.&#160;&#160;&#160; The tunnel is not providing peer authentication.    F.&#160;&#160;&#160; The tunnel IP

address represents the NBMA address.    G.&#160;&#160;&#160; The configuration is on the NHC.    Answer: ABD NEW
QUESTION 2    Which statement about the fragmentation of IPsec packets in routers is true?  A.&#160;&#160;&#160; By default,

the router knows the IPsec overhead to add to the packet, performs a lookup if the packet will exceed egress physical interface IP

MTU after encryption, then fragments the packet before encrypting and separately encrypts the resulting IP fragments.  

B.&#160;&#160;&#160; By default if the packet size exceeds MTU of the egress physical interface, it will be dropped.   

C.&#160;&#160;&#160; By default if the packet size exceeds MTU of ingress physical interface, it will be fragmented and sent

without encryption.    D.&#160;&#160;&#160; By default, the IP packets that need encryption are first encrypted with ESP, if the

resulting encrypted packet exceeds the IP MTU on the egress physical interface, the the encrypted packet is fragmented before being

sent.  Answer: A NEW QUESTION 3    Which two statements about ISO 27001 are true? (Choose two)  A.&#160;&#160;&#160;

It was formerly known as BS7799-2.   B.&#160;&#160;&#160; It is an Information Security Management Systems specification.   

C.&#160;&#160;&#160; It is an ISO 17799 code of practice.    D.&#160;&#160;&#160; It is a code of practice for Informational

Social Management.    E.&#160;&#160;&#160; It is closely aligned to ISO 22000 standards.  Answer: AB NEW QUESTION 4   

Depending on configuration, which two behaviors can the ASA classifier exhibit when it receives unicast traffic on an interface that

is shared by multiple contexts? (Choose two)  A.&#160;&#160;&#160; It is classified using the destination address of the packet

using the routing table.   B.&#160;&#160;&#160; It is classified using the destination address of the packet using the NAT table.   

C.&#160;&#160;&#160; It is classified by copying and sending the packet to all the contexts.    D.&#160;&#160;&#160; It is

classified using the destination MAC address of the packet.    E.&#160;&#160;&#160; It is classified using the destination address

of the packet using the connection table.  Answer: BD NEW QUESTION 5    Refer to the exhibit. Which configuration prevents

R2 from becoming a PIM neighbor with R1?     
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   A.&#160;&#160;&#160; access-list 10 deny 192.168.1.2 0.0.0.0   !    Interface gi0/0    ip pim neighbor-filter 10   

B.&#160;&#160;&#160; access-list 10 deny 192.168.1.2 0.0.0.0    !    Interface gi0/0    ip pim neighbor-filter 1   

C.&#160;&#160;&#160; access-list 10 deny 192.168.1.2 0.0.0.0    !    Interface gi0/0    ip igmp access-group 10   

D.&#160;&#160;&#160; access-list 10 permit 192.168.1.2 0.0.0.0    !    Interface gi0/0    ip pim neighbor-filter 10  Answer: A 

NEW QUESTION 6    Which statement is true about the PKI deployment using Cisco IOS devices?  A.&#160;&#160;&#160;

During the enrollment, CA or RA signs the client certificate request with it's public key.   B.&#160;&#160;&#160; RA is capable to

publish the CRLs.    C.&#160;&#160;&#160; Certificate Revocation is not supported by SCEP protocol.    D.&#160;&#160;&#160;

RA is used for accepting the enrollment requests.    E.&#160;&#160;&#160; Peers use private keys in their certificates to negotiate

IPSec SAs to establish the secure channel.  Answer: D NEW QUESTION 7    Refer to the exhibit. Which two statements correctly

describe the debug output? (Choose two)     

   A.&#160;&#160;&#160; The message is observed on the NHS   B.&#160;&#160;&#160; The NHRP hold time is 3 hours   

C.&#160;&#160;&#160; The local non-routable address is 20.10.10.3    D.&#160;&#160;&#160; The message is observed on the

NHC    E.&#160;&#160;&#160; The remote routable address 91.91.91.1    F.&#160;&#160;&#160; The remote VPN address is

180.10.10.1  Answer: DF NEW QUESTION 8    Which statement about the Cisco Secure ACS Solution Engine TACACS+ AV

pair is true?  A.&#160;&#160;&#160; AV pairs are of two type: sting and integer.   B.&#160;&#160;&#160; AV pairs must be

enabled only on Cisco Secure ACS for successful implementation.    C.&#160;&#160;&#160; AV pairs are only string values.   

D.&#160;&#160;&#160; The Cisco Secure ACS Solution Engine does not support accounting AV pairs.  Answer: C NEW
QUESTION 9    Of which IPS application is Event Store a component?  A.&#160;&#160;&#160; MainApp  

B.&#160;&#160;&#160; InterfaceApp    C.&#160;&#160;&#160; AuthenticationApp    D.&#160;&#160;&#160; NotificationApp  

 E.&#160;&#160;&#160; SensorApp  Answer: A NEW QUESTION 10    When attempting to use basic HTTP authentication a

client, which type of HTTP message should the server use?  A.&#160;&#160;&#160; HTTP 302 with an Authenticate header  

B.&#160;&#160;&#160; HTTP 200 with a WWW-Authenticate header    C.&#160;&#160;&#160; HTTP 401 with a

WWW-Authenticate header    D.&#160;&#160;&#160; HTTP 407  Answer: C NEW QUESTION 11    In traceroute, which ICMP

message indicates that the packet is dropped by a router in the path?  A.&#160;&#160;&#160; Type 3, Code 1  

B.&#160;&#160;&#160; Type 11, Code 0    C.&#160;&#160;&#160; Type 5, Code 1    D.&#160;&#160;&#160; Type 3, Code 3   

E.&#160;&#160;&#160; Type 11, Code 1  Answer: B NEW QUESTION 12    ......       Download the newest PassLeader 350-018
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