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Manage Cisco IOS

	Configuring Cisco IOS

Configuration mode is one of the modes for the Cisco CLI. It is similar to user mode and privileged mode. User mode allows

commands that are not disruptive to be issued, with some information being displayed to the user. Privileged mode supports a

superset of commands compared to user mode. However, none of the commands in user or privileged mode changes the

configuration of the router. Configuration mode is another mode in which configuration commands are typed.

Commands typed in configuration mode update the active configuration file. These changes to the configuration occur immediately

each time you press the Enter key at the end of a command. Configuration mode itself contains a multitude of subcommand modes.

The type of command you enter moves you from one configuration subcommand mode to which ever subcommand mode is

appropriate. For example, the interface command, which is the most commonly used configuration command, would move you to

interface configuration mode.

Generally, when multiple instances of a parameter can be set on a single router, the command used to set the parameter is likely a

configuration subcommand. Items that are set once for the entire router are likely global commands. For example, the hostname

command is a global command because there is only one host name per router.

You can use CTRL + Z from any part of configuration mode, or use the exit command from global configuration mode, to exit

configuration mode and return to privileged exec mode. The configuration mode end command also exits from any point in the

configuration mode back to privileged exec mode. The exit commands from subcommand modes back up one level toward global

configuration mode.

Managing Configuration Files

Your configuration commands, as well as some default configuration commands are stored in the configuration file. No hard disk or

diskette storage exists on Cisco routers therefore; the configuration file is stored in memory. The configuration files can also be

stored as ASCII text files anywhere exterior to the router using TFTP or FTP. Cisco routers support a number of types of memory.

This includes:

. RAM, which is sometimes called DRAM for dynamic random-access memory, is used by the router in the same way it is used by

any other computer: for storing data being used by the processor. The active configuration file, running-config, which is the

configuration file that the router uses during operation, is stored in RAM.

. ROM, or read-only memory, stores a bootable IOS image, which is not typically used for normal operation. It contains the code

that is used to boot the router and allows the router to access the IOS image.

. Flash memory, which can be either an EEPROM or a PCMCIA card, stores fully functional IOS images and is the default location

where the router accesses its IOS at boot time. Flash memory also can be used to store configuration files on some Cisco routers.

. NVRAM, which is nonvolatile RAM, stores the initial or startup configuration file, startup-config. All these types of memory,

except RAM, are permanent memory.

When the router first comes up, the router copies the stored configuration file from NVRAM into RAM, so the active and startup

configuration files are identical at that point. The show running-config and show startup-config commands are used to verify the

active and startup configuration files respectively. You can use the copy running-config startup-config command to overwrite the

current startup configuration file with the current active configuration file. The copy command can be used to copy files in a router,

most typically a configuration file, or a new version of the IOS Software. The most basic method for moving configuration files in

and out of a router is by using a TFTP server. The copy command is used to copy configuration files among RAM, NVRAM, and a

TFTP server. The syntax for copy command used to copy configuration files among RAM, NVRAM, and a TFTP server specifies

the source location and the destination of the configuration file as in:
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copy source destination

The source and the destination parameters can be running-config, startup-config, or tftp for RAM, NVRAM, and a TFTP server

respectively. However, the source and the destination parameters cannot be the same. Thus, the following syntax copies the

configuration from RAM to NVRAM, overwriting the current startup configuration file with the active configuration file:

copy running-config startup-config

The copy command does not always replace the existing file that it is copying. Any copy command option moving a file into

NVRAM or a TFTP server replaces the existing file, however, any copy into RAM works by adding the commands to the active

configuration file. Thus, if you change the active configuration file and then want to revert to the startup configuration file, you must

use the reload command, which reboots the router.

Two commands can be used to erase the contents of NVRAM. These are the write erase command, which is the older command, and

the erase startup-config command, which is the newer command.

Upgrading Cisco IOS

Typically, a router has one IOS image and that is the IOS that is used. This IOS image is typically stored in Flash memory, which is

a rewriteable, permanent form of storage. The IOS image can also be placed on an external TFTP server, but this is typically done

for testing. In the IOS upgrade process you first must obtain the IOS image from Cisco. Then you must place the IOS image into the

default directory of a TFTP server. Finally, you must use the copy tftp flash command from the router to copy the files into Flash

memory. During this process, the router will need to discover the IP address or host name of the TFTP server; the name of the file;

the space available in Flash memory for this file; and whether you want to erase the old files. The router will prompt you for

answers, as necessary. Afterward, the router erases Flash memory as needed, copies the file, and then verifies that the checksum for

the file shows that no errors occurred in transmission. The show flash command then can be used to verify the contents of Flash

memory. Before the new IOS is used, however, the router must be reloaded.

Cisco IOS Boot Sequence

The basic boot sequence for a Cisco router is:

Step 1: The router performs a power-on self-test (POST) to discover and verify the hardware.

Step 2: The router loads and runs bootstrap code from ROM.

Step 3: The router finds the IOS or other software and loads it.

Step 4: The router finds the configuration file and loads it into running config.

All routers attempt all four steps each time that the router is powered on or reloaded. The POST code and functions cannot be

changed by the router administrator. The location of the bootstrap code, the IOS to load, and the configuration file can be changed

by the administrator-but you almost always use the default location for the bootstrap code (ROM) and for the initial configuration

(NVRAM). So, the location of IOS or other software is the only part that typically is changed.

Three categories of operating systems can be loaded into the router:

. The full-function IOS image, which is typically located in Flash memory but can also be located on a TFTP server. This is the

normal, full-feature IOS used in production;

. A limited-function IOS that resides in ROM; and provides basic IP connectivity when Flash memory is faulty and you need IP

connectivity to copy a new IOS into Flash memory. This limited-function IOS is called RXBOOT mode.

. A different non-IOS operating system that is also stored in ROM. This operating system, called ROM Monitor (ROMMON) mode,
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is used for low-level debugging and for password recovery. Unless you are performing password recovery, you would seldom use

ROMMON mode.

The configuration register tells the router whether to use a full-featured IOS, ROMMON, RXBOOT mode. The configuration

register is a 16-bit software register in the router, and its value is set using the configregister global configuration command. The

boot field is the name of the low-order 4 bits of the configuration register. This field can be considered a 4-bit value, represented as a

single hexadecimal digit. If the boot field is hex 0, ROMMON is loaded. If the boot field is hex 1, RXBOOT mode is used. For

anything else, it loads a full-featured IOS.

The second method used to determine where the router tries to obtain an IOS image is through the use of the boot system

configuration command. If the configuration register calls for a full-featured IOS, the router reads the configuration file for boot

system commands. If there are no boot system commands, the router takes the default action, which is to load the first file in Flash

memory. Table 1.7 lists the configuration register and the boot system command.

Boot Filed Value
Function

0x0

Loads ROMMON and ignores boot system commands.

0x1

Loads IOS from ROM and ignores boot system commands.

This is also known as RXBOOT mode.

0x2-0xF

If used with the no boot command, the first IOS file in Flash memory is loaded; if that fails, the router broadcasts looking for an IOS

on a TFTP server. If that fails, IOS from ROM is loaded.

0x2-0xF

If used with the boot system ROM command, IOS from ROM is loaded.

0x2-0xF

If used with the boot system flash command, the first file from Flash memory is loaded.

0x2-0xF

If used with the boot system flash file_name command, IOS with the specified file_name is loaded from Flash memory.

0x2-0xF

If used with the boot system tftp file_name 10.1.1.1 command, IOS with the specified file_name is loaded from the TFTP server.
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0x2-0xF

If used with multiple boot system commands, an attempt occurs to load IOS based on the first boot command in configuration. If

that fails, the second boot command is used, etc., until an IOS is loaded successfully.
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