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CiscoPress - End-to-End Network Security: Defense-in-Depth

Information security practices have evolved from Internet perimeter protection to an in-depth defense model in which multiple
countermeasures are layered throughout the infrastructure to address vulnerabilities and attacks. Thisis necessary due to increased
attack frequency, diverse attack sophistication, and the rapid nature of attack velocity?all blurring the boundaries between the
network and perimeter.

End-to-End Network Security is designed to counter the new generation of complex threats. Adopting this robust security strategy
defends against highly sophisticated attacks that can occur at multiple locations in your network. The ultimate goal isto deploy a set
of security capabilities that together create an intelligent, self-defending network that identifies attacks as they occur, generates alerts
as appropriate, and then automatically responds.

End-to-End Network Security provides you with a comprehensive look at the mechanisms to counter threats to each part of your
network. The book starts with areview of network security technologies then covers the six-step methodology for incident response
and best practices from proactive security frameworks. Later chapters cover wireless network security, |P telephony security, data
center security, and IPv6 security. Finally, several case studies representing small, medium, and large enterprises provide detailed
exampl e configurations and implementation strategies of best practices learned in earlier chapters.

Adopting the techniques and strategies outlined in this book enables you to prevent day-zero attacks, improve your overall security
posture, build strong policies, and deploy intelligent, self-defending networks.
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