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CiscoPress- MPLS VPN Security

Multiprotocol Label Switching (MPLS) is becoming awidely deployed technology, specificaly for providing virtual private
network (VPN) services. Security isamajor concern for companies migrating to MPLS VPNs from existing VPN technologies such
as ATM. Organizations deploying MPLS VPNs need security best practices for protecting their networks, specifically for the more
complex deployment models such as inter-provider networks and Internet provisioning on the network.

MPLS VPN Security isthe first book to address the security features of MPLS VPN networks and to show you how to harden and
securely operate an MPLS network. Divided into four parts, the book begins with an overview of security and VPN technology. A
chapter on threats and attack points provides a foundation for the discussion in later chapters. Part |1 addresses overall security from
various perspectives, including architectural, design, and operation components. Part |11 provides practical guidelines for
implementing MPLS VPN security. Part IV presents real-world case studies that encompass details from all the previous chapters to
provide examples of overall secure solutions.
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