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CCNP BCMSN Notes - Securing with VLANS

VLAN Access Lists (VACLS) VACLs canfilter traffic within aVLAN and do not require arouted interface. A VACL can match

traffic from aMAC, IP, or IPX accesslist. VACL configuration: & #160;&#160;& #160;& #160;8#160; s,itch(contiars vien access-nsp <names [<sequ
Switch{config-access-map)# match {ip | ipx |
Switch(config-access-map}# action {drop | fon

TO apply aVACL to aVLAN &#1601&#1601&#1601&#1601 Switch{config)# vian filter =name= vlan-list <VLANs=
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primary VLAN and other hosts within the secondary VLAN, but not with other secondary VLANs. PVLAN information is not
communicated by VTP. PVLAN ports are configured to operate in one of two modes:

& #160; & #160; & #160; & #160; & #160; & #160; & #160; & #160; Promiscuous - Port attachesto arouter, firewall, etc; can
communicate with all hosts & #160; & #160; & #160; & #160; & #160; & #160; & #160; & #160; Host - Can only communicate with a
promiscuous port, or ports within the same community PVLAN Private VL AN Configuration Defining a secondary PVLAN:
& #160,&#160,8#160;&#160;  giten(contig)# vian <nunbers

Switch{config-vlan)# private-vlan {isolated | community}

Defining aprimary PVLAN: &#160;& #160;& #160;&#160; suitchiconfigisvian <nunber=

Switch{config-vlan)# private-vlan primary
Switch{config-vlan)# private-vlan association <secondary VLANs=

Designating a host port: &#160;& #160;& #160;& #160;& #160

?  Bwitch{config-if}# switchport mode private-vian host
Switch{config-if)# switchport private-wlan host-association <primary VLAMN= <secondary VLANs

Designating a promiscuous port: & #160;&#160;&#160;&#160. ;.. (config-if)# switchport made private-vian promiscuous

Switch{config-if)# switchport private-vlan mapping <primary VLAN> <secondary VLANs=

Host ports are associated with one primary and one secondary VLAN, whereas promiscuous ports are mapped to one primary and
multiple secondary VLANSs. Secondary VLANSs can be mapped to an SVI like a promiscuous port, but without the need to specify
theprimary VLAN: &#160;&#160;& #160;& #160;&#160;  s,itchicontiqy# interface vianiao

Switch{config-if)}# switchport private-vlan mapping =secondary VLANs=

Securing VLAN Trunks Explicitly configure all access ports to protect against trunk spoofing: & #160;& #160;& #160;  suitchiconfig-if)# switct
Switch{config-if)# switch

] VLAN hopping can be mitigated by ensuring an access VLAN is not used as the native VLAN of atrunk.
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